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Ortgen nudbopmaumroHHoit nopgaepxk1 obpasosaTtensHOro npouecca

Hacrpoitka Wi-Fi nogkniouenms k cetn eduroam nog
ynpasnexnnem Windows

Windows 10,11

1. Haxmure Ha nkoHKy nogkmiovenms k Wi-Fi u Boibepute cets eduroam.
2. B oTkpbiBLIEMCS OKHE BBEAMTE BALM yyeTHble AaHHble bI'Y ans pabots B cett eduroam.

DOna crypentos: fsc.uma_nonbsoeatens u napons (takoit xe kak npu Bxoge Ha noptan bI'Y)

(Puc.1.).

[N coTpyAHMKOB: MMsi_Nonb30BATENS M NAPONb (TAKOM Xe KAK NPy BXOAE B NEPCOHANbHBIMA

"'z,':}a eduroam
3aumueHo

BBEﬂHTE CBOe MMA NOJIb30BaTensa U Naposb

fsc.ivanovii

o000 O0OOOROODY o

kabuHer)

Windows 8 u crapuwe (npu BosHukHoseHnn npobnem ¢ Windows 10)

1.Myck —> MNanens ynpasnenns —> CeTb U Mutepretr —>. Llentp ynpasnenms —>

«Co3paHne M HOCTPOMKA HOBOTO MOAKMIOYEHUs Ui ceTu» (Puc. 2).




Ortpen uH$popMaAUMOHHOM NoaaepxkM obpasosaTenbHOro npouecca

MpocMmoTp OCHOBHBIX CBEAEHWI O CETU M HACTPOWMKAa NOAKIHUEHWHA

MpocMmoTp aKTWEHBIX CETERA

inet.bsu.by Tun gocTyna: WMHTepHer
JoreHHan cete MogkntoueHna; E] Ethernet

IZMEHEHWE CETEEBIX napamMmeTpoe

EEI ':C'.’;,.'.'I,EHHE H HE[TFDIHPZE HOBOro NoOSEKNHIYEHWA MKW CETH
=g

HacTpolika wwpokononocHoro, KoMmyTapyemore wan VPMN-nogeniodvenns nubo HacTpoika
MEPLUPYTHIATORE MKW TOUKKM 40CTYNa,

¥CTpaHEHKE HENONBL0K

,ﬂ'HEFHDL—I’HKE W MCnpaeneHne I'IFIEIEJ'IEM C CETBHD MNK NOAYYEHHME CEE..'.'I,EHHﬁ IIIEI'}"L—I'FJEHEHHH
HEMNON3g0kK,

2. Buibepute BapuaHT noakmtodeHus «lopkniouerne k 6eCNpoOBOAHOM CETU BPYHHYIO» U HOXMUTE

«Oanee» (Puc. 3).

€ ? HacTpoiika nogkntoueHia nam cet

BuibepwTe BapMaHT NOAKAOUEHNA

MoakntoveHne K MHTEpHETY
HacTpoiika LUNpoKononoCHOrD WK KOMMYTURYEMOrO NOAKTKYEHNA K IHTEPHETY.

EE. Hanag«eaHHe HOBaI CETKI
g, Hanagel vosara mapwpyTeizatapa abo nywkTa gocTyny.

ﬁ IMogrnioueHne K BECNPOBOAHOR CETH BRYUHYHD
-,

ToaKntoueHme K CKPBITOM CETH WK CO34aHHE HOBOro Npoduna BecnpoBoAHON CBA3M)

I Meakntouenmne k paBoueny MecTy
= HacTpoiika Tenedonnoro wan VPN-nogkniovenna k pabodemy mecty,

Janee Cmena

3. B oTKpbIBLIEMCS OKHE YKaXMTE:
Wms cetn: eduroam,
Tun 6esonactoct: WPA2-Enterprise,

Tun wnposanms: AES,

n Haxmute «Hanee» (Puc. 4).
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& EF Mogrntouenne k BECNPOBOAHOI CETM BpYUHYD

Beeawte nidopmaumio o BecnposoAHOR ceTh, KOTOPYIO Bbl XOTWUTE 100aBUTE

W cetn: eduroam

Twun GesonacHooTi: WPA2-Enterprise e

Tun wndposanna: AES

Kntou BesonacHocTi: CKpEITE CUMBOALI

n 3EI'I)"CKETb 3TC NCAKNHIYEHWE GETOMATHYECKK

[ Moakntouatecs, 4a%e eCM CETh HE NPONIEOANT LUINPOKDBELLATENLHYHD NEPEAAYY

Mpegynpexaenme, MNpu seiBope 3Tore napameTpa Be30NacHOCTE KOMMBIITERE MOXKET
GbITE Nog yrposoid.

Janee Otmena

4. Bribepute nyHKT «M3MeHNTb napaMeTpbl MOAKIIOHEHHUS» .

5. Mposeptu uto Bl ranka crosna Tonbko Ha nyHkTe “lNopaknioYaTbcs aBTOMATUHECKM, €CNHU CeTb

B pagmyce pencrems” .

6. Mepenaute Bo Bknaaky “besonacHocts” (Puc.5), nanee so sknaaky “Mapamerps”

Ceoitctea becnposogHol cetk edurcam *

Tun DesonacHoCTK; WPA2-Enterprise W

Tun widposaHua: AES v

BblﬁpaTb METOL NPOEEPKK NOANMHHOCTH CETH:

Microsoft: sawmwenHse EAP (FEAR) A MNapameTpsl

n 33N0MHMHATE MOW YHETHEIE AaHHBIE ANA 3TOMD
NoOAKAKHEHWA NPH KEAKA0M BX0AE B CUCTEMY

AononHUTENEHEIE NEPEMETPEI

oK OTMeHa




Ortgen nudbopmaumroHHoit nopgaepxk1 obpasosaTtensHOro npouecca \

7. MpuBepuTe BCE rAnkK M HOCTPOMKM B COOTBETCTBUM pucyHKa 6. (He ponxHo 6biTh
YCTQHOBNIEHO HUKAKMX raNoYek, KpOMe NyHkTa «Bknioumnts BbicTpoe nepenoaknioueHme») —>

«OK»

CeoiicTea sawmLeHHoro EAP x

Mp1 NoAKAICHEHAK:

[JNonTeepmaats yaocTosepeHe cepBepa C NOMOLLLIO MPOBEPKK
cepTUdMKaTa

MNoAKMOHaTECA K CNeAyiowmM cepsepam (MpuMepsi:
srvi;srv2;, *#\.srv3).com):

[} AddTrust External CA Root ~
[ Baltimare CyberTrust Root

[ certum ca

[ certum Trusted Network CA

[ class 3 Public Primary Certification Authority

[] comoDo RSA Certification Autharity

[ DigiCert Assured ID Root CA v
€ >

YBenoMneHus nepea NoAKMoYeHUeEM: CeolicTea EAP MSCHAPYVZ x

YBEAOMMTE NONb30BATENA, ECMW HEBOSMOKHO npoeepyTe Yoo

[Mpy nogxnioueHA:
BrifepuTe METOA NPOBEPKM NOATMHHOCTIE

- ICNONb30BaTe aBTOMATUYECKIM MMA BX003 U
I 33LMWEHHEI Napons (EAP-MSCHAP vZ) ~ M HacTpouTe... ﬁ apont us Windows (1 nma nomena, ecnn
BKIKOUMTE BEICTPOE MEPEN0AKTIOYEHHE ylLlECTBYET).
[JOTkniomaThen, ecnm cepsep He NOAAEMKMBAET MPUBRA3KY C OmaeHa

WwrdpoBaHUEN Yepes MexaHmsm TLY

[ Brntounte yaocTosepeHine
KOHEMAEHUMENEHOCT

8. Mepeitaute B paspen «[ononHutensHbie napametpsi» (Puc. 5) —> YcraHosuTe ranouky
«YKaxuTe pexum npoBepku noanuHHocTu» (Puc.7) —> Yctanosute ranouky «YKaxure pexmum
npoBepKu NOWIMHHOCTU». B Brinaaatowem meHio «oBepka nognMHHOCTU» BbIGepHTe

«lMpoBepka nognMHHocTH nonbsosarens». Moareepante Baw seibop, Haxas kHonky «OK»
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JononHutensHele napameTpel hd

NapameTpel 802.1X  MapameTpel 802,11

YKEHMTE PEKMM NPOBEPKM NOAMMHHOCTH:

MNpoBEpKa NOAMMHHOCTH | ZOXPaHWTE YHETHEIE AaHHEIE

HDOBEDKB NOANKMHHOCTK NONB30BATENA MK KOMNBOTEPS

[]BrmtoumTs eaMHyio perucTpaLuto Ans ceTi
BhiNonHATE HENOCPEACTEEHHD NEPEA BXOAOM
NoneL30BaTens
BrINoMHATE CPA3Y NOCNE BX0AA NONb30BaTENA

IMakcMManeHan saaepka (CekyHasl: | 10
PaspelwnTb oTobparkeHne AONONHUTENLHBLIX
OMEN0roBLIX OKOH NPW EAMHOM BXOAE

B 3T0ii CETH MCMONL3YHOTCA OTAENEHEIE
BWPTYanbHbIE NOKanbHbIE CETH ANA NPOBEPKK
NOANWHHOCTH KOMNBIOTEPA U NONb30BAaTENA

9. B nosieMBLLIMMCS OKHE BBEAMTE CBOM YYETHbIE AAHHbBIE Ans paboTel B cetr eduroam. Ecnn okHO

HE NOABWU/IOCH — HAXMMTE Ha MKOHKY noakmioyeHus k Wi-Fi u seibepute cets eduroam.
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Hacrpoitka Wi-Fi nogkniouenms k cetn eduroam nog
ynpasnennem IOS n MacOS

1. Ortkpoitre «Hactpoiku» u Buibepute nyHkt «Wi-Fix.
2. B otkpbiBmMcs okHe BbibepuTe ceTb «eduroamy.
3. Beepaute BaWM yueTHble AaHHbIE (KaK Npu Bxoae B NM4HbIA kabuHeT BIY) (Puc.8).

4. Tlpu noseneHnn okHa «Ceptndukar» soibpats «JosepsiTby.

r 1
Bseagwte naponk ans «eduroam»

OTMEHUTDb Beopg, Moakn.

Monb3zoeatens fsc.ivanovii

Maponb
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Hacrpoitka Wi-Fi nogkniouenms k cetn eduroam nog
ynpasnexuem Android

1. Orkpoitte «Hacrpoiku», nepeiante 8 pasaen «becnposoaHsie cetn» («Moakniouenms») u

Bbibepute nyHKT «Wi-Fi». B otkpbiBluMMcs okHe BbiGepuTe ceTb «eduroams.
2. Beepute Baww yuetHbie naHHble (kak npu exoae & MuHBIA Kabunet BIY) (Puc.9).
3. Bsepute napametpsl noakoyeHms (pucyHok 9 u Tabnmua 1).

Tabnuua 1. Mapametpbl nogknouerus cetn Android

MNapametp 3HaueHue
MeTon EAP/ PEAP

Mposepka noanuHHocti stan 2/ Pasza 2 MSCHAPV2
ayTeHTUPUKALMM

Ceptudukar He nposepsiTb/He

noateepxaath / OTKIOYUTL /HeT

ndposanue AES
BesonacHocts / CeTeras ayTeHTdMkaLms WPA2 Enterprise
< eduroam
YaocrosepeHue
fsc.ivanovii
Napone
............... ®
Ceptndukar

He nopreepxaats

MopaknioyaTbCa aBTOMaTUYECKM ()
MeTton EAP

PEAP

MpoBepka NOANMHHOCTM 3Tana 2
MSCHAPV2

AHOHWMHbIA Nonk3oBaTeNk
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Hacrpoitka Wi-Fi nogkniouenms k cetn eduroam nog
ynpasneHuem Linux (Fedora)

1. NMapametpsi cuctemsl —> Wi-Fi u uuteprer —> Wi-Fi u cetn —> sribpats cetb "eduroam".
2. MepeiaunTe BO BKRNOAAKY «3aAWMTA Wi-Fi».

3. lNMocraebTe HOCTPOMKM NoakoyeHus B cootseTcTsuM pUcyHka 10. «ms nonbaosatens» un

«I'Iaponb» BOAUNTBLCA B COOTBETCTBUU C BALLMMU y‘-IéTHbIMVI AaHHbIMU OT INYHbIX KabuHeToB

Bry.

Ecnu B HacTpoikax nopkmiouerus k cetn auctpubytrea nuHykce ects napametp «No CA

cerfificate is required» (Ceptudukar LIC He TpebyeTcs), To Ha Hero 0693aTeNbHO HAZO NOCTABMTL

ranou4ky
Nms coegmHenusa:  eduroam
Obuee Wi-Fi 3awwmTa Wi-Fi IPv4 IPv6

3awwmra:  WPA/WPA2 Enterprise
MpoBepka NOAANHHOCTU:  3alWNLLEHHBIA EAP (PEAP)

AHOHUMHbI BXOA:
JHomeH:
Ceptudukar LIC:
Bepcusa PEAP:  ABTOMaTuU4ecKu
BHyTpeHHssn ayTeHTugMKauma: MSCHAPv2

Wmsa nonbsoeatens:  fsc.ivanovii

Napons: ‘ 0000000000000 0000000

[

CoxpaHuTb Naponb TOMLKO 415 3TOro Nonb3osaTtens (3awmndpoBaHHbIi)
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